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OITPEJAEJEHHUS

B HACTOSIIEM JOKYMEHTE MCIIOIB3YIOTCS ClIEyroIlie TEPMHIHBI i HX ompene-
JICHUS.

ABTOMATH3MPOBAHHAsl CHCTeMa — CHMCTEMa, COCTOAMAT M3 mepcoHana u
KOMILITEKCa CPEJICTB aBTOMATU3ALMH €ro AeATCeIbHOCTH, peanu3yiolias HHpopMAaIH-
OHHYIO TEXHOJIOTHIO BBIIOJHEHHS yCTAHOBIICHHBIX (hYHKLIMH.

AyTeHTH(HKANHA OTHPABHTENN JaHHBIX — TIOATBEP)KAEHHE TOr0, 4TO OT-
[IpaBUTEIb MOy YEHHBIX J@HHBIX COOTBETCTBYCT 3asIBJICHHOMY .

Be30NacHOCTb MEPCOHATbHBIX AaHHBIX — COCTOAHNC 3aIMIIEHHOCTH IIepCco-
HANBHBIX JAHHBIX, XapaKTepu3yeMoe CIIOCOOHOCTBIO noJbp30BareNied, TEXHUYSCKUX
CpeICTB U MH(pOPMaIMOHHBIX TeXHONOruii obecreynTh KOH(UIACHIUAIBHOCTD, e
J'IOCTHOCT‘B ¥ JOCTYITHOCTh MEPCOHAIBHBIX JaHHBIX MPH MX 06paboTke B HHpOpMaLH-
OHHBIX CHCTEMaXx MMePCOHATBHBIX TaHHBIX.

BroMeTpHYecKHe MepCcoHaIbHBIe TaHHbIe — CBE/ICHUA, KOTOpBIE XapaKTepHu-
3y1OT (PU3UOJIOTHIECKUE 0CcOBGEHHOCTH YelIOBEeKa U Ha OCHOBE KOTOPBIX MOXKHO yCTa-
HOBMTE €ro JIMYHOCTH, BKIMouas (ororpaduu, OTIEIATKU NaJBIECB, o0pa3 ceT4aTKu
ry1a3a, 0cOGEHHOCTH CTPOSHMS TeNla U APYTYI0 no00Hy0 HHYOPMAIIHIO.

BJIOKHPOBaHHE MEPCOHATbHBIX AAHHBIX — BPEMEHHOC npekpaieHue coopa,
CHCTEeMaTH3alUy, HAKOIUIEHWs, WUCIIOJB30BaHHs, PacIpOCTPaHEHH, IIEpCOHANBHBIX
NAHHBIX, B TOM YUCJIE X Tepeadn.

Bupyc (koMNbIOTEPHBIH, nNporpaMMHbIi) — FCIIONHSEMBIN MPOrPaMMHBIH
KOl WJTH HHTEpPIPETUPYeMBbIi HAOOP MHCTPYKIMHA, 00JTaJafoNUi CBOMCTBAMH HECAHK-
IMOHMPOBAHHOIO PACHpPOCTPAHEHUA ¥ CAMOBOCTIPOM3BEACHHA. Co3nanHble OyOnuKa-
ThI KOMIBIOTEPHOTO BHpyca HE BCET/Ja COBIAJAIOT C OPHrMHAIOM, HO COXPaHSIOT
CII0cOGHOCTB K JaNbHeHIeMy pacipOCTPaHEHHUIO i CAMOBOCTIPOU3BEACHHIO.

BpeonocHasi porpamMma — porpamma, IpeiHasHaaeHHas JUIS OCYILIECTBIIe-
HUS HeCAaHKIMOHMPOBAHHOTO 0CTYNa ¥ (WiK) BO3IEHCTBUS HA MEpCOHABHRIC IaH-
Hble WK pecypchl HHQOPMAIMOHHOM CHCTEMBbI IEPCOHATBHBIX JAHHRIX.

Bemomorarte/ibHbIe TEXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUIECKHE CPell-

CTBa U CHUCTEMBI, HE npenHa:aHaquHble IJIsd Imepeaayu, OﬁpaﬁoTKH U XpaHCHUA repco-

)



HaJIbHBIX JAaHHBIX, YCTaHaBIMBa€MBbIC COBMECTHO € TEXHHYECCKHMH CpEICTBaMH
cTeMaMy, TpeJHa3HaUYeHHbIMH 11 00pabOTKH MEPCOHANBHBIX AAaHHBIX WA B I10
IEHNSIX, B KOTOPLIX YCTAHOBJCHBI MH(OPMALMOHHEIE CHCTEMBI MEPCOHATBHBIX
JTaHHBIX.

JlocTyn B ONEPANMOHHYIO cpely KoMnbioTepa (MH(POPMAHOHHOH cHCTe-
MBI TIEPCOHAILHBIX AAHHBIX) — MOJTyYeHHEe BO3MOXKHOCTH 3allyCKa Ha BBITOJIHE-
HYe [ITATHBIX KOMaHJ, (QYHKIHMIA, TPOLEAYp ONEepalMOHHOM CHCTeMbI (YHUYTOXKE-
HIAsI, KOTMPOBAHMSL, TIEPEMELLEHNS 1 T.I1.), HCTIOIHAEMBIX (haii/IoB MPUKIATHBIX PO~
IpaMM.

TocTyn K HH(OpMAIMH — BO3MOXXHOCTB NOJTy4eHHs] HH(pOpMALIMK U ee UC-
TOJIb30BAHHUSL.

- 3aknazouHoe YCTPOETBO — S/IEMEHT CPEeACTBA CheMa HH(POPMALKH, CKPBIT-
HO BHEJIpSIEMBIH (3aKIa/(bIBaeMblil WM BHOCHMBIiA) B MECTa BO3MOXKHOTO CheMa MH-
dbopMariiu (B TOM YKCie B OrpakieHHe, KOHCTPYKIHIO, 000py/I0BaHHE, IPEIMEThI
MHTephepa, TPAHCTIOPTHBIE CPECTBA, 4 TAKKE B TEXHUYECKHUE CPEJICTBA U CHCTEMBL
00paboTku HHGOPMALIIH).

BampmaeMasi uHGopManust — UHGOPMALS, SBISIOMIAACS PEMETOM CO0-
CTBEHHOCTH Y MOIEXKAIIAs 3aIUTE B COOTBETCTBUY C TPeOOBaHUAMM IIPABOBBIX J10-
KyMEHTOB W/ TpeOOBaHUSIMH, YCTaHAB/IMBAEMBIMY COOCTBEHHUKOM HH(bOPMAILIUH.

WnenTnduKanus — IPUCBOEHUE CyOBeKTaM U 00beKTaM J0CTyIa UIeHTUDU-
KaTopa U () CpaBHEHHE NPeIbSBIIAEMOro HACHTU(HUKATOPA C IIepeyHeM IPHCBO-
€HHBIX HIEHTU(UKATOPOB.

NudopmaTUBHBI CHIHAJ — JJIEKTPUYECKUAE CUTHANIBI, aKyCTHYECKHUE, DJIEK-
TPOMArHUTHbIE U Apyrve GHU3HUecKHe MO, MO MapaMeTpaM KOTOPBIX MOXET OBITh
pacKphITa KoHbUIeHIHATbHAst HHpOpMAIs (TIepcoHaTbHBIE JaHHbIe) 0OpabaThIBac-
Masi B MH(OPMALIMOHHON CUCTEME NEPCOHATBHBIX TaHHbIX.

Wndopmanuonnas cucrema nepcoHaabnbix ganubix (MCIAn) — undop-
MallMOHHasA cUcTeMa, ITpEIACTaB/IAKOIIAA coboi COBOKYITHOCTE IIEPCOHAJIBHBIX IOdH-

HBIX, COZIEpKAIIUXCs B 6a3e JaHHBIX, a TaKKe HHOOPMAIMOHHBIX TEXHONOTHH U TeX-
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HUYECKHX CPEJICTB, ITO3BOJIAIOMINX OCYIISCTBIAT: OOpabOoTKy TAKHX NEPCOHATLHEIX
TaHHBIX C MCIONb30BaHHEM CPECTB aBTOMAaTH3allHH HiIH 0e3 HCIONb30BaHMA TaKHX
CPEICTB. ‘

NudopmanuoHHbie TEXHOJIOTHH — IIPOLIECCHI, METO/BI TIOKCKa, cOopa, Xpa-
HeHusl, 00paboTKH, NMpPEeNOCTaB/IEHUS, PaclpoCTpaHeHuss MH(GOpPMALMK U CIIOCOOHI
OCYILIECTBJICHHS TAKUX MPOLECCOB U METOJIOB.

NcnoJib3oBaHHE NMEPCOHAJBHBIX JAHHBIX — JEUCTBUA (Omepauum) ¢ mepco-
HaJIbHBIMU JaHHBIMH, COBEpIIAEMbIE OIEPATOPOM B LEJSIX MPUHSATHS PEIICHHH WK
COBEpILECHUS WHBIX JEWCTBHUM, MOPOXKAAIOIINX IOPUIUYECKHE TOCIEACTBUS B OTHO-
IIEHUU CyOBbeKTa MepCOHANBHBIX AaHHBIX WX APYTHX JIHI[ JTH00 WHBIM 00pa3oM 3a-
TparMBaloIIKX [IpaBa U cBOOOEI CyOBheKTa IepCOHANBHBIX JaHHBIX HIIH APYTHX JIHIL.

Hcrounnk yrposel GesonacHocTH MHGopmamun — CyObeKT J0CTyIa, Mare-
PHAILHBINA OOBEKT WM (QU3MYECKOe SIBJICHHE, SBIIIOIIMECS PUYUHON BO3HHUKHOBE-
HUSl yIpo3bl 6€30MacHOCTH HH(POPMAIIHH.

KoHTposmpyemasi 30Ha — IPOCTPaHCTBO (TEPPUTOPHS, 3aHKE, YACTh 3IAHNUS,
TMIOMEILEHKE), B KOTOPOM MCKTIOYEHO HEKOHTPOJIHpPYeMoe NpeOhIBaHKe MOCTOPOHHUX
nﬁu, a TaKKe TPAHCITOPTHBIX, TEXHUYECKUX U UHBIX MaTepHaTbHBIX CPELICTB.

KonduaenumnaabHOCTh MepcoHaIbHbIX JAHHBIX — 0053aTeNbHOE TS COOTO-
JICHUs OMEepaTopoM WM HHBIM IIOJyYMBIUMM JOCTYII K IEPCOHAIBHBEIM JaHHBIM
JIAOM TpeOOBAaHKE He JOITYCKATh UX PaclpocTpaHeHue Ge3 Coracks CyObeKTa rep-
COHAITBHBIX IAHHBIX MM HAJTMYMS MHOT'O 3aKOHHOTO OCHOBAHMSL

MezxcereBoii 3KpaH — JIOK&TbHOE (OJHOKOMIIOHEHTHOE) HIIM (DYHKIHO-
HaJIbHO-PACTIPEIENIeHHOe  MPOTPaMMHOe  (MPOrpaMMHO-AIMAPATHOE) — CPEICTBO
(KOMIIIEKC), peanusyrolee KOHTPOIIb 3a HH(OpPMALMeH, TTOCTYIAroMmeH B HH(pOopMa-
[IMOHHYIO CHCTEMY NEPCOHAIBHBIX JAHHBIX U (WIM) BBIXOASIIEH U3 HHDOPMALIMOH-
HOM CHUCTEMEI.

Hapymmrens 6e30nacHOCTH NepeoHANIBHBIX JaHHBIX — (DU3HYECKOe JIHLO,

CITy4aliHO WM TPEAHAMEPEHHO COBEpIIAOIee ACHCTBHS, CIIEACTBUEM KOTOPHIX SB-



JISICTCS. HapyIlleHHe Oe30MMaCHOCTH MEPCOHAIBHBIX JaHHEN NpH HX 00paboTKe Te
YECKHMH CPEJCTBAMH B HHQOPMALMOHHBIX CHCTEMAX NMEePCOHATLHEIX JaHHBIX.
HeaBTomMaTH3MpoBaHHas 06paboTKa MepcoHaALHBIX 1aHHBIX — 06paboTKa
IIEPCOHANIBHBIX MaHHBIX, CONEPIKAIIUXCSA B MH(DOPMALHOHHOH CHCTEME EPCOHANb-
HBIX JIaHHBIX MO0 M3BICYEHHBIX M3 TAKOW CHCTEMBI, CHHTASTCE OCYIIECTBICHHOM
0e3 MCIO/IB30BaHMS CPEJICTB aBTOMATH3ALMK (HEaBTOMATH3HPOBaHHO ), eClIH TaKue
HNEWCTBUS C IEPCOHANBHBIMHM JaHHBIMH, KaK HCIOJb30BaHHE, YTOYHEHME, Paclpo-
CTpaHEHHE, YHHYTOXKEHHE NEePCOHATIBHBIX JAaHHBIX B OTHOLIEHHH KaXI0TO M3 Cy0b-
€KTOB IIEPCOHANBHBIX JAHHBIX, OCYIIECTBISIOTCS IIPU HEIOCPEACTBEHHOM VYaCTHH

YCJIIOBEKA.

HepnexiiapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJIBHBIE BO3MOKHOCTH
CPEJICTB BBIYMC/IMTEILHON TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOIIME OIH-
CaHHBIM B JOKyMEHTallWH, IIPM KCIOJIb30BaHUH KOTOPBIX BO3MOXKHO HapyIlEHHE
KOH(MMIEHINATLHOCTH, JOCTYITHOCTH MJIM LIETIOCTHOCTH 0OpabaTsiBaeMoii HH(Op-
Maluu.

HecaHKIMOHMPOBAHHBIH N0CTYN (HeCAHKLMOHHPOBAHHbIE IEHCTBHS) —
JIOCTYTI K MHGbOPMAIIMH WK JeHCTBYS ¢ MHpOPMALHeH, HapyIAIOIIHe TIpaBuIia pas-
IpaHWYEHHMs JOCTYyIIa C UCIIOIB30BaHUEM LUTATHBIX CPEJICTB, MPEIOCTAB/IAEMbIX HH-
(OpMaIHOHHEIMH CHCTEMAMH MEPCOHATBHBIX JaHHBIX.

Hocurenn nadopmanuu — pu3uyecKkoe JUIO WM MaTepHaIbHEIN 0OBEKT, B
TOM YHMCJle (PM3HYECKOE I10JIe, B KOTOPOM MH(OpMALs HAXOIUT CBOE OTPaXKEHUE B
BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PELICHHI U MPOLIECCOB, KOIMYe-
CTBEHHBIX XapaKTEpUCTUK HU3NYECKUX BEIUYHH.

OGesinunBaHUe NMEPCOHAJIBHBIX AAHHBIX — JEHCTBHS, B PE3yJbTaTe KOTO-

PBIX HEBO3MOXXHO ONPEACTUTE MPUHANJIEKHOCTh NEPCOHANBHBIX JAaHHBIX KOHKPETHO-

My CyOBEKTY IepCOHAIBHBIX JaHHEIX.
O0paboTka nepcoHaIBLHBIX JAHHBIX — JEHCTBHS (ONEpaliK) C MePCOHANb-
HBIMH JIaHHBIMH, BKJTIOYasi cOOp, CHCTeMaTH3alliio, HAKOIUICHHE, XpaHEH e, YTOUHe-

HYe (OOHOBJIEHME, U3MEHEHHUE), UCIIOIb30BaHUe, PAcIpoCTpaHeHue (B TOM YHMCIIE
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nepezfady), obe3nuurBaHue, OIOKMPOBAHME, YHHUTOXKEHHE IEPCOHAIBHBIX JaH-
HBIX.

061[[0&00'1'}’[“!1:]0 NEepCoOHANbHbIE JaHHBIE€ — IIEPCOHAIIEHBIC JaHHBIC, TOCTYII
HECOI'PaHUYCHHOI'O Kpyra JIUI K KOTOPBIM MpEeAOCTAaBIICH C COTJIaCHsA Cyﬁ'beKTa Iepco-
HAJIBHBIX NAHHBIX HJIM Ha KOTOPbIC B COOTBETCTBHH C (t)e,l'[epaJ'IBHBIMI/I 3aKOHaMH HE
pacripoCTpaHsACTCA Tpe60BaHPIe COﬁHIOlIEHHH KOH(IJH,E[CHLIHEU]BHOCTH.

OnepaTop (nepcoHajJbHBIX JaHHBIX) — TOCYJAPCTBEHHbIM OpraH, MyHHIH-
NaJIBHBIN OpraH, FOpUANYECKOe WM (PU3MUYECKOE JIULIO, OpraHU3yIoLIee U (UITH) Ocy-
ILECTBJISIOIIEE 0OpabOTKy MEPCOHATBHBIX JaHHBIX, & TAKOKE ONPEeIeISIOIIHE LeId 1
coziep>xaHue 00paboTKH MepCOHATBHEBIX JaHHBIX.

Texnuyeckne cpencrBa HMH(POPMALMOHHON CHCTEMbI NEPCOHAILHBIX
AAHHBIX — CPEJICTBA BBIYUCIIUTEIBHON TEXHUKH, WH(POPMAIMOHHO-BBIYHCITATETh-
HbIe KOMIUIEKCHI M CETH, CPEJICTBA U CHCTEMBI Iepeayy, npuema u odopadorku I1)]x
(CpezcTBa ¥ CHCTEMBI 3BYKO3aIIMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOU3BEIEHNS, TIepe-
TOBOpPHEIE U TEJICBU3HOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBIICHHS, THPAKUPOBAHHS
JAOKYMEHTOB U JIpyTHE TEXHUYECKHUE CPEZICTBA 00pabOTKH peyueBoit, rpadHyIecKoi, BH-
Aeo- 1 OyKBeHHO-L(POBOH MHPOPMALIIH), IIPOrPAMMHBIE CPEICTBA (ONepalOHHEIE
CHCTEMBI, CUCTeMBI YIpaBJIeHHs 0a3aMH JaHHBIX U T.IL), CPEACTBA 3aIlUThI UH(OpP-
MalliH, ITPUMEHsIEMbIe B MTH)OPMAIIMOHHEIX CUCTEMAX.

IlepexBat (MHOPMaNUH) — HENIPAaBOMEPHOE TOJTyYeHHE WHPOPMALIHHU C HC-
IMTOJI30BaHHEM TEXHHYECKOI'O CpeacTBa, OCYIICCTBIAIOIIETO 06Hapy}K8HHE, NpHEM H
00paboTKy HH(POPMATHBHEIX CUTHAJIOB.

Ilepconanbnble JanHBIe — M06Gas HHPOPMALKS, OTHOCAINASACS K ONpe/IeleH-
HOMY HWIM ONpPENEIIeMOMy Ha OCHOBAHWMH TakoW MH(OpManuu (GU3HYECKOMY JIHILY
(CyOBeKTY mepcOHANBHBIX JaHHBIX), B TOM YHCIIE ero (aMuus, UMs, OTUECTBO, IO,
MECSILL, aTa U MECTO POXKACHHUS, aipec, CEMENHOE, COLMaIbHOe, HMYINECTBEHHOE I10-
JIoXXeHHe, 00pazoBaHue, npodeccus, Z0XOMbI, Apyras HHPOPMAIHUSL.

IMoGounbIe JJIEKTPOMArHuTHbIC HM3JIYY€HHS H HAaBOJAKH — SJIEKTPOMAarHur-

HBIC M3JTy4CHHS TEXHUYECKHX CPEJICTB 006paboTKM 3amumaeMoi HHQOpMal¥H, BO3HH-



HaBOJIKHM 3THX CHTHAJIOB Ha TOKOIPOBOASIIHME JIMHUH, KOHCTPYKIIHHU M Lenu muTagms,

Hoautuka «ancroro cromnay — KOMILIEKC OpraHM3alHOHHEIX MEpOIpPUATHI,
KOHTPOIMPYIOIHMX OTCYTCTBHe 3alMCBIBaHUA Ha GyMaXKHBIE HOCHTenH KIIIoueii u
aTpulyToB NOCTyma (maponeit) u xpanenns ux BOJIM31 06BeKTOBR J0CTya.

Iloab3oBatens HH(OPMANMOHHOI cHeTeMpy NEpPCOHANBHBIX JAHHBIX —
JIMII0, y4YacTByIOImIee B dyHKIHOHMpOBaHUK MHQOPMAIIHOHHOM crcTeME] IIEpCOHaIb-
HBIX TaHHBIX MIIM HCIIOJB3YIOIee PE3YNbTaTEI ee PyHKUHOHMpPOBAKS,

Ilpaguna pasrpanuyenus A0CTYNa — COBOKYNHOCTE mpasHuy, periaMeHTupy-
OIMX TIpaBa 10CTyIIa CyOBeKTOR AOCTyna K 00beKTaM JocTyma.

Hporpammuasn 3aknagka — KOZX Mporpammsl, mpeaxameperHo BHECEHHEIN B
MPOFPaMMy -C LeJIbIo OCYIICCTBAT yTEYKy, M3MEHHTS, 6J10KHPOBaTh, yHUUTOMXUTE
HH(OPMALHIO WK YHUSTOXKHUTE ¥ MOAHGULMPOBATE IporpaMmHoe obecnevenue py-
opMaHonHO cHCTeMET IIePCOHANBHBIX NaHHEBIX K (nnu) 6nokupoBars anmaparHeie
CpencTBa.

Iporpammuoe (nporpaMMHo-M:aTemaTuqeclcoe) BO3/1eHiCTBHe — HecaHKIy-
OHMPOBaHHOE BO3JEHCTRIE Ha PECYpCHI aBTOMaTH3MpOBaHHOI MHOOPMALIMOHHOM cy-
CTE€MBI, OCYIIECTBISEMOE C HCIIOJIb30BaHUEM BpPEIOHOCHBIX Oporpamm.

PackpbiTie mepconanpmpix AAHHBIX — YMBINIJICHHOE MM Clly4aiiHoe Hapy-

IICHHE KOHQUAEHIHATEHOCTH [I€PCOHANIBHBIX JaHHbIX.

BOM HHbOpMaIuH, pa3mMmernesue B HHd)opMa.uHOHHo-TeneIcOMM}anKaLIHOHHhIx ceTsx
HJIA MIPeNoCTaBIeH e AOCTyIIa K IePCOHATBLHBIM AaHHBIM KaKUM-TH00 HHBIM CIoco-

oom.



5".

Pecypc mHdopmannonnoii cHcTeMbl — MMEHOBAaHHEBIH 3MEMEHT CHCTEMHOTO,
NPUKIAHOTO MM alapaTHOro obecriedeHus (yHKIHOHHPOBAHHS UH(OpMAaIHOH-
HOM CHCTEMBEI.

CrienuasibHble KaTeropHH NEPCOHAIbHBIX AaHHBIX — MEPCOHAIBHbIE [aH-
HbIE, KaCaIOLIUeCs: paCOBOM, HAIMOHATBHOM NMPHHAIJIEXHOCTH, IIOIUTHYSCKIX B3I~
0B, PETMTHO3HBIX MK QUIOCOPCKUX yOeKIeHUH, COCTOSHUS 310POBbS ¥ HHTHMHOM
KHU3HU CyOBEeKTa MePCOHAIBHEIX NaHHBIX.

CpencrBa BbIMHCIHTETLHOM TEXHHKH — COBOKYTHOCTH TIPOTPAMMHBIX 1
TEXHHYECKUX SJIEMEHTOB CHCTEM OOpabOTKM JAaHHBIX, CIIOCOOHBIX ()yHKLIMOHHPO-
BaTb CAMOCTOSATEJIHO HJIM B COCTAaBE JAPYTHX CHCTEM.

Cyb6bexT gocTyna (cy0beKT) — JIMLO WM MpoIece, AeHCTBHS KOTOpOro pe-
rJIziMeHTprfomﬂ NpaBUJIaMU pasrpaHUYeHus JOCTyIIa.

Texnnyecknii kaHaJ yTeuku HHGOpMAHY — COBOKYITHOCTE HOCHUTEJISI HH-
topmatmm (cpenca 06paboTku), GuU3MUECKOl cpebI pacnpocTpaneHus HHpopma-
THBHOT'O CHTHa/Ia U CPE/ICTB, KOTOPBIMH J0OBIBAETCsl 3allMIiaeMas HHOpMaLHs.,

Tpauncrpanu4nas nepegada mepcoHaJBHBIX AAHHBIX — neperada mepco-
HAJIBHBIX JIAHHBIX onepaTtopoM 4epes ['ocy napcTsennyto rpaunuity Poccuiickoit ®ese-
pallii opraHy BIIACTH HHOCTPAHHOTO rOCY/AapCTBa, GUNIECKOMY HITH FOPHIHIECKO-

My JIMIy HHOCTPaHHOI'O roCyAapCTBa.

YTrposb1 6e30NMacHOCTH NEPCOHATLHBIX JAHHBIX — COBOKYITHOCTG YCJIOBHH M
(aKTOpOB, CO3MAONINX OIACHOCTH HECaHKIIMOHUPOBAHHOT'O, B TOM YHCJIE CITy4YaifHO-
IO, OCTyNaA K IEPCOHAIBHBIM JIAHHBIM, Pe3YJIETaTOM KOTOPOTO MOMKET CTaTh YHH-
UTOXKEHHE, U3MEHEHHE, OJIOKHPOBaHKe, KOTTUPOBAHHE, pacpoCTpaHeHHe MEPCOHAIE-
HBIX TaHHBIX, a TAIOKE HHBIX HECAHKLIMOHUPOBAHHBIX JIEHCTBHUIA P UX 00paboTKe B
MH(OPMALIMOHHOMN CHCTEME TIePCOHATBHBIX TAHHbIX.

YHHYTOXeHHe IePCOHAILHBIX IaHHbIX — JEHCTBHS, B pe3yJIbTaTe KOTOPhIX
HEBOSMOXHO BOCCTAHOBHTH COJIEpXKaHHE NEPCOHATBHEIX JAHHBIX B MH(MOPMALWOH-
HOU CHCTEME IePCOHAILHBIX JAaHHBIX WK B pe3yJIbTaTe KOTOPBIX YHHUTOXKAIOTCS

MaTE€pHaJIbHbIE HOCUTEJIHU IICPCOHAJ/IBHBIX JTAHHBIX.



VTeuka (3amminaemoiil) HH(OpPMALUMH 10 TEXHHYECKHM KaHaJaM —
KOHTPOJIPYEMOe paclpoCTpaHe ke MH(pOPMALMU OT HOCUTEJIS 3allilfaeMoit HHPOP.
MalliK Yepe3 (HU3MYECKyl0 cpely IO TEXHWYECKOI'O CPEJCTBA, OCYIIECTBIISIONIErO

nepexsat HH(bOpMa].[HH

Vupeskaenue — yIpexxaeHus 3paBoOXpaHeHus, ColuanbHol chepsl, Tpyaa u

3aHATOCTH.
Vs3BuMocTb — c1ab0CTh B CPECTBAX 3alllMTEI, KOTOPYIO MOKHO HCIIOJIB30-
BaTh [yl HAPYIIICHHS CHCTEMBI IJIM COEpKaIIeics B Hell MH(popMaliiy.
IesiocTHOCTL HH(POPMALIMM — CTIOCOOHOCTH CPE/ICTBA BHIYMCIIUTETBHON TeX-
HVKM WIM aBTOMATU3MPOBAHHOM CHCTeMBI 00ecIeurBaTh HEM3MEHHOCTh MH(OpMa-

1Y B YCJIOBUSIX CITy4aitHOro W/WiTi IpeJHAMEPEHHOTr0 HCKKEHU (PaspyLIeHHUS).
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OBO3HAYEHMS U COKPAILIIEHUSA

ABC — aHTUBHpYCHEIE CpE/ICTBA

APM —aBTOMaTH3MpOBaHHOE pabodee MecTo

BTCC — BcrioMorarenbHbIe TEXHUYECKHE CPEJICTBA U CHCTEMBI
VCT1/T1 — nHbOpMalMOHHAs: CHCTEMA TTEPCOHATBHBIX JAHHBIX
K3 — koHTpOMpyemas 30Ha

JIBC — niokaybHast BEIYUC/IMTENBHAS CeTh

MD — MexceTeBoit 3KpaH

HCJI — HecaHKIIMOHUPOBAHHBIH JOCTYTI

OC — onepatmonnas cucrema

II/TH — nmepcoHaIbHBIE NaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4yecKoe BO3elicTRIE

1O — nporpammHoe o6Gecrieuenue

IISMUH - no6o4HBIe 3/1eKTPOMArHMTHEIE H3TYYEHNUS ¥ HABOJKH
CA3 — cuctema aHanu3a 3aMUIIEHHOCTH

C3U - cpenctBa 3autsl uHGOpMaLHH

C3I1u — cucteMa (oACHCTeMa) 3aIUTEL MIEPCOHAIBHBIX JAHHBIX

COB - cucrema o6GHapyKeHHs BTOPXEHHi
TKY U — Texnnteckue KaHaIB! yTeuKy MH(bOpMALT

YBII[IH — yrpo3sl 6e30MacHOCTH IIEPCOHATBHBIX JAaHHBIX

11



BBEJAEHHUE .

Hacrosuias Ilonuruka HH;Zl)OpMaJJ,HOHHOﬁ 6esonmacaoctd 000 «VK «PeKom»
(nanee — INonutrka) paspaborana coTpyaHukamu OOIIeCTBa, ABISETCS JIOKAIBHBIM
JOKYMEHTOM.

IMTonutuka paspaboTaHa B COOTBETCTBHM C LEJISIMH, 3a71a9aMy ¥ MPUHLIUIIAMH
obecreyeHns 6e30MaCHOCTH MEPCOHABHBIX JaHHBIX U3/I0KEeHHBIX B [1o0XeHn! HH-
dopmanmonnoit 6ezonacuoctu UCTIJI ObmiecTsa.

ITonuTrKa paspaboTaHa B COOTBETCTBUH ¢ TpeOoBaHUAMH De/iepabHOTO 3aK0-
Ha or 27 mrons 2006 r. Ne 152-@3 «O mnepcoHaNbHBIX NaHHBIX» U ITOCTAHOBJICHHUA
ITpasurenscta Poccuiickoii @enepanuu ot 11 Hosbpsa 2007 r. Ne 781 «O6 yTBep-

xneruu [TonoxeHus 06 obecrneueHnH 6€30MaCHOCTH NEPCOHANBHBIX JaHHBIX IIPH UX
06paboTke B MHGOPMALMOHHBIX CHCTEMAaX [IEPCOHATBHEIX JaHHBIX), Ha OCHOBAHHH:

- «PexoMeHanmii Mo obecrieueHU0 0E30MacCHOCTU IEPCOHAIBHBIX JaHHBIX
npu ux 006paboTke B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX NaHHBIX)», YTBEp-
xneHHbIx 3amectureneM aupekropa @CTIK Poccun ot 15.02.2008 r.,

- «TunoBeIX TpebOBaHM 110 OpraHMU3aLMK 1 0OecredeHHIo (yHKIMOHUPOBa-
HUS IUAQPOBATBHEIX (KpUNTOrpadUuecKux) CpeACTB, IpeIHa3sHaYE€HHBIX IS 3allld-
Tel MHGOpPMAIlMK, HE COAep)kalled CBeNeHUH, COCTaBISIOLUIMX IOCYHAapCTBEHHYIO
TaifHy B Cllydae M3 MCIIOJB30BaHHUS I oOecredeHus 6e30MacHOCTH MEPCOHANIBHBIX
IaHHEBIX TPU UX 00paboTke B HH(MOPMALMOHHBIX CHCTEMAX IEPCOHANBHBIX JaHHBIXY,
yTBepkIeHHBIX pykoBoacTBoM 8 Llentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke omnpeneneHsl TpedoBanus k nepconany MCII/IH, crenens oTser-
CTBEHHOCTH IepCOHANa, CTPYKTypa U HeoOXOAMMBIH YyPOBEHb 3aIlUINEHHOCTH, CTa-
TyC W JOJDKHOCTHBIE O0S3aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 3a oObecreueHue

6e3onacHocTH nepconansHbix qaHHBIX B UCI1/IH O6mecTsa.
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1.00mue nonoxenus

Lensio macrosimeit ITommtuky sBisercs obecrievyeHne Ge30MaCHOCTH 00BEKTOB
3alUTel O6ILECTBa OT BeeX BHAOB YIpos3, BHELIHMX H BHYTPEHHHUX, YMBIIICHHBIX U
HETIpEIHAMCPEHHBIX, MUHUMH3aLKsl yIIep6a OT BO3MOXKHOM peanuzanuu yrpos 6es-
onacHoctd [1/1n (YBII/In).

BesonacrHocTh mepcoHansHBIX naHHBX AOCTUTaeTCsl MyTeM HCKIIOYEHHS He-
CaHKIMOHHUPOBAHHOI'O, B TOM YHCIIE CITy4aifHOro, AOCTyNa K NIePCOHABHEIM JaHHbIM,
PE3YJIETATOM KOTOPOrO MOXET CTAaTh yHHUTOXKEHHE, H3MEHEHHe, OJI0KUpOBaHKe, KO-
[THPOBAHHE, PACIIPOCTPAaHEHHE TIEPCOHATBHBIX JAHHBIX, 4 TAKXKE HHBIX HECAHKLIMOHH-
POBaHHBIX NEHCTBHUIA,

Mudopmanms u ceasanusie ¢ Heil PECYPCBI NOMIKHBI OBITH JOCTYITHEI AJIs aBTO-
pH30BaHHLIX lojb3oBarenen. JIomxHO ocymecTsusThes CBOEBPEMEHHOE OOHapysKe-
HHE U pearuposanue Ha YBII1/[H.

HomkHo ocymecTBisTECSH TPEAOTBPAIlCHHE NPEAHAMEPEHHBIX MM ClIyYaii-
HEIX, HaCTHYHBIX WM IOJHBIX HECAHKIHOHUPOBAHHEIX MOAMGUKALMA MK yHHYTO-
)KE€HUS TaHHBIX.

CocraB 00BeKTOB 3arUTEL peacrasnex B [lepeune nepconanbubx JaHHBIX,
NOJUIe)KAIIMX 3alUTe.

Cocras UCIT/In momnexamux 3aliurTe, npezcrasineH B OTyete o pesyisratax
IpOBE/IeHHUs BHYTPEHHE} POBepK.

Ora [NonmuTrka HHGOpMAHOHHOl Ge3omacHocTH 6GbuIa YTBEPX€Ha PYKOBOIH-

Tenem OOLIecTBa ¥ BBeneHa B meficTRHe npukasoM Ne 1 ot 19 suBaps 2015.
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2. Ob6aacTs aeiicTBuA .\
TpebGopanus Hactosme# [ToIUTUKY pacIpOCTPAHAIOTCS Ha BCEX COTPYIHUKOE!
OOmectBa (WITATHBIX, BPEMEHHBIX, COBMECTHTENEH U T.I.), @ TAKXKe BCEX MPOYHX

7L (KIUEHTH! | T.1L.).
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3. Cucrema 3aIIUTHI EPCOHATBHBIX AAHHBIX

Cucrema 3amuTe! nepcoHanbHbIX JaHHbIX (C3I1H), CTPOUTCS HA OCHOBAHMH:
— OTYeTa O pe3yJbTaTax MPOBEACHHS BHS/TpeHHeﬁ IIPOBEPKY;
— TIEPEeYHs EPCOHAIBHBIX TaHHBIX, ITOIJIEKAIINX 3aLIHUTE;
— axra kinaccupukanuu UCIT]H;
— MOJeNM Yyrpo3 0€30MacHOCTH NEPCOHANBHEIX JAHHBIX;
— pykoBomamux okymeHToB ®CTOK u ®CB Poccun
Ha ocHOBaHMM 3TUX JOKYMEHTOB OIPE/eIISeTCs] HeOGXOMUMBIi YPOBEHb 3all[i-
meHHocTH [1/1n kaxmoit UCIT]Ix Yﬁpe}xﬂeﬂﬁﬂ. Ha ocHoBaHMY aHaNW3a aKTyalbHBIX
yrpo3 Gesomacrocty IInH, omucansoro B Mogenn yrpos u Otdera o pe3ynbTaTrax
NPOBEICHUSI BHYTPCHHEH IMPOBEPKE, JAeIaeTcs 3aK/IIOYeHHe O HeoOXOMUMOCTH HC-
TI0JIL30BAHMS TEXHUYECKHUX CPENCTB M OPraHU3alMOHHBIX MEPONPUATHI 11 obecrie-

ueHust OesonacHocty [1/]H. BeiGpannsie HeoOXoauMBIE MEPOMPHUATHS OTPAXKAFOTCH B

IInane MeponpusTuii Mo o6ecrnedenuo 3amuts! [1aH,
s xaxcnoit UCIT/IH nomkeH ObITh COCTABJIEH CIMCOK HCITO/Ib3yE€MBIX TEXHHU-
HCCKHX CPEJICTB 3aIlIUTHI, a TAKXKE NPOrPaAMMHOr0 00ecredeH s Y9acTBYIOIIEro B 06-

paborke I1/]H, Ha Bcex anemenTax MCIT/In:

- APM none3oBateneii;

- CepBepa MpHIIOKEHMIA;

- CYB/;

- I'panunna JIBC;

- KanasoB nepenaun B cetu o6mero moas30BaHus u (11) MexIyHapogHOro
00MeHa, ecid 110 HuM nepenarorcst [1J1H.

B 3aBucuMocTH ot ypoBHs 3ammmenHocts VICIIIH 1 aKTyaJIbHBIX yrpos, C3-

IT/TH MOXeT BKITIOYATh CIIEIYIOIHE TEXHUUECKUE CpelcTBa:
- GHTHUBUPYCHBIC CPENICTBA VI pabOYMX CTAHIMI NOJIB30BaTENER i CEPBEPOB;

= CpE€aCTBa MEXCETEBOIo SKpaHHpPOBaHHA,
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- cpeficTBa KpunTorpaduueckol 3ammTsl HHGOPMALMH, IIpK Iepenaye 35&
11aeMoi HH(GOPMAaLUH 110 KaHAJIAM CBS3H. L

Tak e B CIHUCOK JOJDKHBI OBITh BKJIIOYEHB! (PyHKIIHMM 3alUThI, 0OecreyrnBae-
Mble IITaTHBIMH cpencTBamu obpabortku I1JIH omeparuonseiMu cucremamu (OC),
npuknagaeM 110 ¥ cneryanbHBIMU KOMILIEKCAMHM, PEaU3YIOLIMMU CPe/ICTBa 3ally-
Thl. CIICOK (YHKLHMH 3alUTEl MOXET BKIIFOYaTh!

- yIpaBlieHHe U pa3rpaHuueHue NOCTYyTa M0JIb30BaTeNeH;

- PErMCTPALIMIO U y4eT JeiicTBUH ¢ nHpopMaLuen;

- oOecreunBaTh LEJIOCTHOCTD JaHHEIX;

- IIPOU3BOAUTE OOHAPYKEHUE BTOPIKEHHUHA.

CIMCOK MCIONB3yEMBIX TEXHUYECKHX CPEeCTB oTpaxkaeTcs B [liane meponpu-
atuii mo obecrneyenuro 3amuThl I1aH. CIMCOK UCHIONB3YEMBIX CPEJCTB JODKEH IO~
JIep)KMBaThCsl B AKTyalbHOM COCTOSHMH. IIpd HM3MEHEHHH COCTaBa TEXHHYECKHX
cpencts 3amuthl Win dneMeHToB VICIT/IH, COOTBETCTBYIOIIME MU3MEHEHHS IOJIKHBI
6bITH BHeceHsI B CIIMCOK ¥ yTBepXAeHbI pykoBoauTteneM OOimecTsa Ui JIUIOM, OT-

BETCTBEHHEIM 3a obecrieyenue 3ammTsl [1/[H.
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4. Tpebosanus k nogcucremam C3I1In

C3I1/Ix BxirOuaeT B cebsl ClIeyIOIIUE TTOICHCTEMEI:

- YIpaBJIeHUA JOCTYIIOM, PETUCTPALIUY U YUETa;

obecrieyeHus NEeJOCTHOCTU U NOCTYIIHOCTH,

aHTHBPIPYCHOﬁ S3allIUTEI,

MECXKCETEBOI'0 S3KPaHUPOBAHHA,

aHalIM3a 3allHIIECHHOCTH,

oOHapy KeHHUs BTOP)KEHU;

KpUITOrpaduyecKoi 3aliuThI.

HOHCHCTGMBI C3IIls uMeroT pa3nu4HbBIA (YHKIMOHAN B 3aBHCHMOCTH OT
KJlacca HCHIIH OIpe/Ie/IeHHOr0 B AKTe KiIaccuukamuyu HHGOPMALMOHHOM CHCTe-
Mbl [InH. Crnmcok cooTBeTCTBHUS (GyHKIHI MOACHCTEM C3I1/1H xmaccy 3aIuIeHHO-

CTH MpeJcTasieH B [Ipuinoxenun.

4.1. IloacucTembl ynpas/ieHHs: JOCTYNOM, pPerucTpanuu 1 y4yera
Iloncucrema ynpaBneHHsl TOCTYIIOM, pErMCTpalldd M ydeTa npeaHa3HaYeHa
JJI peali3aliy CIeAYIOMIX BYHKIIMMH:
- HICHTH(UKALKMH U TIPOBepKa IIOIAHHOCTH CyOhEKTOB JOCTYIIa IIPH BXOJE B
UCTIdx;
- UICHTH(QUKALMA TepPMHHAJIOB, Y3JOB CETH, KAHANOB CBS3M, BHEIIHHX

}’CTpOﬁCTB ITO JIOTUYECKHUM HMEHaM;

- UICHTH(HKALMKA [IPOrpaMM, TOMOB, KaTauoros, (aiiios, 3amicelt, mosel 3a-

IIACEH 10 UMEHAM;

= PerucTpauuu BXoja (BbIxoxa) CyOBbEKTOB JJOCTYNa B CHCTEMY (M3 CHCTEMBI),

1160 PErucTpanus 3arpy3kyu U MHULIMAIU3ALUA OHGp&HHOHHOﬁ CHCTEMEBI U €€ ocCTa-

HOBa.

= PETHCTpaIMK MONBITOK JOCTYIIa IPOrPaMMHEIX CPENCTB (IPOrpaMM, IpoLec-

COB, 3314, 3a/laHUM) K 3aIuIaeMbIM (aiinam;
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= PerHCTpallii MOMBITOK JOCTYMA IPOrPAMMHEIX CPEICTB K TepMHHaJ'IaM\
Hayam CBSI3H, MPOrpaMMaM, TOMaM, Karajioram, (haiiiam, 3amucsm, oM 3amuceit,

Toncucrema ynpasnenus: 1oCTymoM MoxeT GBITH peanM3oBaHA ¢ TIOMOIIBIO
LIITATHBIX CpezcTB 00paboTku IT/IH (onepanoHHbIX cHCTEM, npunoxennit u CYB]I).
Tax e MoxeT ObITh BHEIPEHO CIELHANBHOE TEXHUYECKOe CPEACTBO MM HX
KOMILTIEKC OCYILECTBIISIOIME NOTIOMHUTEBHBIE MEPHI TI0 ayTeHTH(DUKAIIMH K KOHTPO-
mo. Hanprimep, npuMeHeHue eIMHBIX XpaHUITHII] YYETHBIX 3aMucel MOIb30BaTeNel 1
PEruCTPalHOHHON MH(QOPMAINH, HCIIONB30BaHHE GHOMETPHYECKUX M TeXHHUECKUX

(C ITOMOIIBIO BIEKTPOHHBIX NIPOITYCKOB) Mep ayTeHTH()UKALNY U APYTHX.

4.2. lloacucrema oGecneyeH s 1EI0CTHOCTH H AOCTYNHOCTH

- Iloxcucrema obecnedeHus LENOCTHOCTH H JOCTYHOCTH IpeaHa3HaYeHa s
obecrieyeHns LENOCTHOCTH W jgoctymHocTH I1J1H, IIPOrPaMMHBIX U alllapaTHBIX
cpeacts MICI1la O6mectBa, a Tak ke CPeJCTB 3aIUTHI, OpH CIIy4YalHON WU Hame-
PEHHOM MoAU(HKALHH.

Iozcucrema peanusyercs ¢ MOMOIIBIO OpraHA3aLHH Pe3epBHOrO KOITUPOBAHUS

o0pabaThiBaeMBIX NAaHHBIX, 4 TaK >Ke PE3E€PBHPOBAHUEM KIIFOYEBBIX 3JIEMEHTOB
HCIII#.

4.3. IloacucremMa aHTHBHPYCHOI 3aIHTHI
Tlozncrcrema aHTUBHPYCHOM 3aIUTHI MpenHA3HAYEHA TS OGECIICICHUS AHTH-
BUPYCHOM 3aIUThl cepBepoB 1 APM nons3osareneii UCITIa Obwecrsa.
Cpenctsa aHTHBHPYCHOM 3aIUTHI TIpeHAZHAYEHBI ISt peanus3anyuu CiIemyro-
muX GYHKIMH:
= PE3U/ICHTHBIH aHTHUBUPYCHBIH MOHUTOPHHT;
- aHTUBUPYCHOE CKAaHHUPOBAHMUE;

= CKPHIIT-OJIOKUPOBAHUE;

- UEHTPAIN30BaHHYIO/yaleHHYIO YCTaHOBKY/ISHHCTAILISALIIIO aHTUBUPYCHOTO
NPOYKTa, HACTPOHKY, afMHUHUCTPHPOBAHKE, IIPOCMOTP OTYETOB M CTATHCTHYECKOL

HH(OpManuy o paboTe NpomyKTa;
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= @BTOMAaTH3HPOBaHHOE OOHOB/IEHHE aHTHBHUPYCHBIX 0a3;

- OTPaHUYCHUE MPAB MOJIB30BATE/Is HA OCTAHOBKY HCIIOIHIEMBIX 33784 H H3Me-
HEHHsI HACTPOEK aHTHBUPYCHOT'O IPOrPAMMHOTO 00€CTIeUeHUS;

= aBTOMATHMECKHH 3aITyCK Cpasy MOcCIe 3arpy3Ku ONepariioOHHON CHCTEMBL.,

Iloncucrema peanmsyercs myTeM BHEIPEHHS CHEIHAIBHOIO AQHTHUBUPYCHOTO

NPOrpaMMHOro obecrneyeHns Ha Bee anemenTs UCIT/Tx.

4.4. Iloacncrema mexceTeBoOro 3KpaHHUPOBaHHUSA

IloxcucremMa MexceTeBOro 3KpaHMpPOBAHHS NpefAHa3sHaYeHa Ui pealn3aluu
CIIEAYIOIIUX by HKIIHH:

- QHIBTPalMM OTKPBITOrO M 3amM(pPOBAHHOTO (3akperToro) IP-tpaduxa mo
CJICAYIOIHMM I1apaMeTpam;

- QuKcanuy BO BHYTPEHHMX )KypHAIax MH(OPMALMY O MPOXOASIIEM OTKpPHI-
TOM U 3aKpbITOM IP-Tpaduxe;

- UICHTUGUKALMH U 8y TeHTH()HKALIIO aZIMMHHCTPaTOpa MEXCETEBOIO KpaHa

IIPH €10 JIOKaJIBHBIX 3arnpocax Ha HAOCTYII,

- PerHCTpanyiyu Bxoaa (BBIXONA) aJMHUHHCTPATOPa MEXCETEBOro 9KpaHa B CH-

cTeMy (U3 CHCTeMBI) TMGO 3arpy3Kd ¥ HHULMATH3AINA CHCTEMEL 1 o6 IIPOrPaMMHOI0

OCTaHOBa;
- KOHTPOJIA LICJIOCTHOCTH CBOEH IIPOrpaMMHOM U MH(OPMALHOHHO! 4acTy;

- QuIBTpaNyy MaKeTOB CiTyXeGHBIX IIPOTOKOJIOB, CIIYXAIUUX I JUATHOCTUKU

H YIpaBJIeHUs pabOTOH CeTeBBIX yCTPOHCTE;

- QHIBTPaMK C y4eTOM BXOZHOIO M BBIXOZHOIO CETEBOIO uHTepdeiica Kak

CPEAICTBO IPOBEPKH MOANMHHOCTH CETEBBIX a[PECOB;
- PCTUCTPAIHA ¥ yeTa 3anpaliiBaeMbIX CEPBHCOB PUKIIAIHOTO YPOBHS;

- GmokupoBanus nocTymna HEUICHTHHUIMPOBAHHOTO 0GBEKTa MM CyOheKTa,

TIOTMHHOCTE KOTOPOTO NMPH ayTeHTU(UKALIAN He TIOATBEPANIIACE, METONAMH, yCTOMH-

YHUBBIMH K II€pexXBary,
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IToxcucrema peanusyercs BHeIpeHUEM IIpOrpaMMHO-AIIIAPATHBIX KOMILIEKCOB

MEXCETEBOI0 3KpaHUpoBaHus Ha rpanulle JICB, kinaccom me Huke 4.

4.5. Iloacucrema aHa/IM3a 3aMMINEHHOCTH

Hoxcucrema ananm3a 3alUIIEHHOCTH, JODKHA 06ECIeUNBATS BEISBICHHIS ysi3-
BAMOCTEH, CBA3aHHBIX C ommbKkamu B KoHurypamuu 110 UCII/H, KOTOPBIE MOTYT
OBITH HCIIONB30BAHEI HAPYIIUTEIEM AT pealu3aliy aTaku Ha CUCTEMY.

DyHKIHOHAT TTOICHCTEMBI MOXET GBITh peatn30BaH IPOTPaMMHBIMH U TIPO-

I'PaMMHO-aImnapaTHbIMH1 cpencTrBaMu.

4.6. IToncucrema oGHApy:KeHHs] BTOPKEHHMI

IToncucrema o6HApyKeHHS BTOPIKEHMIA, TOMKHA 06eCIIeurBAaTE BBISIBJIEHUE Ce-
TeBBIX aTak Ha 3neMeHTsl MICII/IH moakioueHHble K CeTsIM OBIIEro MOIb30BAHMS K
(uM) MexIyHapogHOro 06MeHa.

DyHKIMOHAT MOACHCTEMBI MOXET OBITH PealH30BaH MPOrPaMMHBIMH M IIPO-

rpaMMHO-aIrmapaTHbIMA CpE€aCTBaMHU.

4.7. loacueremMa KpuOTOrpahHUeCKoil 3aMHTHI

[loncucrema xpunrorpadudeckoil 3amiuThl NpefHasHa4YeHa Uil MCKIIOYEHUs
HCJI x 3amumaemoit napopmarmu B UCIIIx OO1ecTBa, npu ee nepenaun no Kaxa-
JIaM CBSI3H CeTed OOLIEro Moab30BaHus U (MIIH) MEXTyHapOAHOro oOMeHa.

Iloncucrema peanusyercs BHeOpeHHS KPUITOrpaQU4ecKuX MporpaMMHO-

allTlIapaTHBIX KOMIIJIEKCOB.
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S. Hoaw3oBarean UCIIdn

B Ionoxenne nHGOpManMoHHOM Ge30MacHOCTH OTIpe/ieNICHbl OCHOBHEBIE KaTe-

ropuu ronb3osareneid. Ha ocHoBanum >TuX KaTeropuii momxHa GBITH MpoM3BeIeHa
Tunusanus nons3osarened MICII/IH, onpenenen ux ypoBeHb NOCTYIIA M BO3MOKHO-
CTH.

B UCITIa O6uiecTBa MOXHO BBIZENUTH CIEYIOIIMX I0JIb30BaTeNeH, y4acT-

BYIOIHX B 00pa6oTke u xpanenuu [1/1x:

- AnMuHHCTpaTOpa 6e30MacHOCTH;
- IIporpammucr-paspaboranx UCIT/IH;
- byxranrepa.

S.1. AxmunHCcTpaTOp Ge3onacHocTH

AnMuHHCTpaTOp 6e30MacHOCTH, coTpyaHuk OOIecTBa, OTBETCTBEHHEBIH 3a
¢ynxnuonnposanme C3I1IH, BKIIOYas 00CIy)KUBaHHE W HACTPOHKY aJIMUHUCTpa-
THBHOM, CEPBEPHOM M KIIMEHTCKOM KOMITOHEHT.

AzxmunHCTpaTop Ge30macHOCTH 06nanaer CJIENYIOUIUM YPOBHEM JOCTYyINa H
3HaHUM:

- o0najjaet mpaBaMu A IMMHHCTpPATOpa NCTIx;

- 00nazaet nonmHok nHpopmanmeit 06 UCTT/Tx;

- MMECT JIOCTYII K CPEICTBAM 3allUThl HHGOPMALMK U IPOTOKONTHPOBAHUS H K
HacTH KII04YeBbIX dneMenToB MCIT/Ix;

- HE MMECT MpaB NOCTyIa K KOH()UI'YPUPOBAHUIO TEXHUUESCKHX CPEACTB CETH
32 UCKIIIOYCHHEM KOHTPOJIBHBIX (MHCIIEKLIMOHHBIX).

AZIMHHUCTPATOp GE30MaCHOCTH YIIONTHOMOYEH:

- PCAJIM30BLIBATE NOJUTHKK Oe30MaCHOCTH B YacTu HacTpoiiku CK3U, mesxce-
TEBBIX 3KPAaHOB M CUCTEM OOHApY)KEHHMS aTak, B COOTBETCTBHH C KOTOPBIMH ITOJIB30-
Barentb (Onepatop APM) nmosy4aeT BO3MOXKHOCTS paborars ¢ anementamu ICII/Ix;

= OCYIIECTBJIATH ayOUT CPEACTB 3allHTHI,
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= YCTaHaBJIMBaTh NJOBEPUTEIIbHBIE OTHOIICHUS CBOEM 3aIIMIIEHHOM CETH C

TaMHu Apyrux OO1iecTs. *

5.2. IIporpammuct-paspadorank UCII/In

I[IporpaMMHCTBI-pa3paboTYnKy (TIOCTABIMMKH) IPUKIALHOIO IIPOrPaMMHOIO
obecrieueHus, 0OecreurBaIOIIME €ro COMPOBOXKICHUE Ha 3amumaeMoM oobekre. K
JIaHHOM TPYTINIe MOTYT OTHOCUTBCS KaK COTPY/HUKH YUpPEXIEHHUS, TaK U COTPY THH-
KK CTOPOHHHUX OpPIraHM3alHi.

JIuio 370 KaTeropumu: {
- obnamaer uHGOpManKel 06 anropuTMax U mporpammax o6paboTku HHOOp-

marun Ha UCI1H;

- o6nagaer BO3MOXHOCTSMH BHECEHHs OIIMOOK, HENEeKIApUPOBAHHBIX BO3-
MOXXHOCTEM, MPOrpaMMHBIX 3aKJIaZ0K, BPEJIOHOCHBIX IIPOrpaMM B IIPOrpaMMHOE
obecneuenue MCIT/{a Ha craguu ee pa3pabOTKu, BHEAPEHHUS U CONPOBOKICHMS,

- MOXET pacroararh Jo0sMI GparMeHTaMu HHbopManuy o Tonojoruu UC-

118 ¥ TeXHAUYECKUX cpeacTBax o0pabotku u 3amuThl [1/1H, obpabaTeiBaemsix B MIC-

T1/Tm.
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6. TpeGoBanus Kk MepconaTy Mo oGecnedeHuIo 3aMNThI I n

Bce cotpynuuku O6miectsa, sBIsronHecs mosuszoBatenamu MCITIH, nomKHb
HETKO 3HATh ¥ CTPOr0 BBINOJHATH yCTAHOBJIEHHBIE MPABKJIA M OOS3aHHOCTH IO 1O-
CTYIy K 3alMIIAEMBIM 06BEKTaM M COGITIONEHUIO IPUHATOrO PeXXIMa 6e30acHOCTH
I1/8.

IIpy BCTyIUIEHNH B JODKHOCTS HOBOTO COTPY AHHKA pykoBoautens O6mecTsa-
0s13aH OpraHM30BaTh €ro 03HAKOMJIEHHE C JOKHOCTHOM UHCTPYKIHEH U He0OX0a1-
MBIMH JOKyMEHTaMH, PETIaMEHTHPYIOIMMH TpeGoBanus mo 3amure [1JIH, a Taioke
00y4eHHUe HaBBIKaM BBIIOTHEHHUS npouenyp, HEOOXOMMMEIX JUIS CAaHKIIHOHHPOBAHHO-
ro ucnons3osanus UCIT/Ix.

CoTpyaHuK I0mKeH GbITh 03HAKOMIIEH CO CBEIEHHSIMIU Hactosmen [lonutuky,
IPUHATBIX Ipouenyp pabots ¢ snemMentamu UCTI/IH u C3I1/n.

Cotpynuuku O6mectsa, HUCTIONE3YIOIIHEe TEXHHYECKHE CPENCTBa ayTeHTH(hH-
Kaluy, JTOJDKHBI 00ecreYnBaTh COXpaHHOCTE MICHTU()HUKATOPOB (JIEKTPOHHBIX KITIO-
4eit) u He fomyckats HCJI k HUM, a Tak %e BO3MOXHOCTD HX YTEPH WU UCIIOIL30Ba-
HHSL TPETPUMH JTHLUAMH. [lo/b30BaTeNM HECYT MEPCOHANBHYIO OTBETCTBEHHOCTH 32
COXPaHHOCTh HIEHTH(HKATOPOB.

Cotpyanukn O6luecTBa JOMKHBEI Clef0OBATH YCTaHOBIICHHBIM IIPOLEAypPaM
TIOANepXanus pexuma besonacHoctu I1JIn mpu BBIGOpE U HCIIONB30BaHUH napoJei
(eciu He MCTIONB3YIOTCS TEXHUYECKHE CpelCTBa ayTeHTUhUKALUH).

Cotpyauuku O61mecTsa 10/DKHEL 06eceunBaTs HaJJIeXKally o 3aIlUTy 00opy-
AOBaHMs, OCTABJIAEMOro 6e3 MPHUCMOTPa, 0OCOGEHHO B Tex Cllydasx, Korja B Iomerie-
HHE AMEIOT IOCTYIl OCTOPOHHUE JHLa. Bee mosib3oBaTesy 10/DKHEL 3HATE TpeboBa-
HHUA 110 Oe3omacHocty I1]1H u IPOLE Y PBI 3AILUTEI 000PYIOBaHMS, OCTABJIEHHOTO 63
TIPUCMOTpa, a TaKXe CBOM 0053aHHOCTH 1O 06ECIIEYeHHIO TaKoil 3alUTHI.

Corpynnukam 3anpernaetcst yeranap uBats IIOCTOPOHHEE MPOrpaMMHOe 0bec-
TICYCHHE, TIOAKIIOYATh INYHBIE MOGUIIBHBIE YCTPOMCTBA U HOCHTENH HH(pOpMaIyH, a

TaK K€ 3alIMChIBaTh HA HUX 3alHUIIaeMy O HHd)OpM&HHI'O.
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CoTpyaHuKaM 3ampelaeTcsl pasrjiamarh 3alMIiaeMyo HH(GOpMaIHIo, K
pas crajia UM H3BECTHa Ipu pabore ¢ MHOOPMAIMOHHBEIMH cucTeMaMu OOIIEcTB
TPETHUM JIHLIAM.

IIpu pabore ¢ 111z 8 UCI1n COprﬁHHKH OO6miecTBa 00s3aHBI 00ECIEYHUTE
OTCYTCTBHE BO3MOXHOCTH npocMoTtpa IIJIH Tperbumu numamu ¢ MoHuTopoB APM
WA TEPMHUHAJIOB.

IIpu 3aBepmennu pabotsl ¢ MCII[IH cotpynuuku o0s3aHbl 3amuTuTh APM
WIM TEPMHHAJIBI C IIOMOIIBIO OJOKMPOBKHM KIIOYOM WM 3KBUBAJIEHTHOTO CPENCTBA
KOHTPOJISI, HalIpUMED, AOCTYIIOM I10 MapOJII0, €CIIH He UCIOIB3YIOTCS 00jee CUIbHBIE
CpecTBa 3alllUTHI.

Corpy nauku O6mecTBa JODKHBI OBITH TPOUH(DOPMUPOBAHEI 00 yrpo3ax Hapy-
meHus pexuma GesonacHocTd [IJIH U OTBeTCTBEHHOCTH 3a ero HapyuieHwe. OHHU
JIOJIXKHBI GBITS OIHAKOMIICHSI C YTBEp)KICHHOH (popManbHOi MpoLeaypoii HaJIOKEHHUS
IOMCUMIIIMHAPHBIX B3bICKAaHUHM Ha COTPYIHMUKOB, KOTOPbIE HAPYIIHMIH TPHUHSTHIE I10-
JIUTUKY U npouexypsl 6esonacuoctu [1/1H.

Corpynnukn o6s3aHbl 6e3 nmpoMenieHHs cooOmaTs 000 Bcex HaAGIONAaeMBIX
WM TIOJO3PUTENBHBIX citydasx pabotsl MCIT/{H, Morymux nosieds 3a co00i yrpo3sl
6esomacHocti IIJ[H, a Takke O BBIABICHHBIX HMH COOBITHSX, 3aTpardBarolIUX

Gesonacuocts [1/1H, muiy, oTBedaromeMy 3a HEMEAJIEHHOE PearupOBaHKe Ha YIPO3bI

6e3onacHocTu I1]1H.
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7. JI0/5KHOCTHBIE 005SI3aHHOCTH MOJIL30BATEIEH UCIIAn

HomxHocTHBIe 0653aHHOCTH ToNb30BaTeneit UCIT/IH omucans! B CJIEAYIOIIHUX
JOKYMEHTaX:

— MHuctpyxnus nons3zosatens UCITIn

8. OrBercTBeHHOCTD coTpyannkos UCII/{n O6mecTBa

B coorBercTBUM cO cT. 24 DenepansHOro 3akoHa Poccuiickoii Denepauuu OT
27 mons 2006 r. Ne 152-®3 «O nepcoHanbHBIX JaHHBIX) JIALA, BAHOBHEIE B Hapyl1ie-
HUH TpeOoBaHUH nanHOro MenepaabHOro 3aKOHa, HECYT IPaIAHCKYIO, YTOJIOBHYIO,
aIMUHUCTPATUBHYIO, NUCUUIUINHAPHYIO ¥ HHYIO IPELyCMOTPEHHYIO 3aKOHOAATElTh-
ctBoM Poccuiickoii @enepanui OTBETCTBEHHOCTS.

JeiicTByrowmee 3akoHOnaTeNbCTBO PO 1M03BONAET MPEXBIBIATE TpeOOBaHuUA 10
obecrieueHuIo Ge30macHoi paboTHI ¢ 3aIUIIAeMOit uH(pOpMAaLMeH U MpeIycMaTpHBa-
€T OTBETCTBCHHOCTh 32 HAapyIICHWE YCTAHOBJISHHBIX IPaBHII KCILTyaTamuu DBM u
CHCTEM, HENPABOMEPHBIH JOCTYI K HHGOPMALMHM, €CIIH ITH JEHCTBHS MPHBENH K
YHUYTOKEHHIO, OI0KMPOBaHHMIO, MOAH(BUKALNY HHPOPMALIUH WK HapymeHuro pado-
Tl OBM mnu ceteii (ctateu 272,273 u 274 VK P®).

AZIMIHHCTPaTOp GE30IIaCHOCTH HECeT OTBETCTBEHHOCTD 3a BCe neicTBus, co-
BEPIICHHBIC OT HMEHH €r0 yYeTHBIX 3allUCeH WM CHCTEeMHBIX YYETHBIX 3aIlicei,
€CIIM He JI0Ka3aH (aKT HeCaHKIMOHUPOBAHHOTO MCIIOMb30BAHMUS YYETHBIX 3aITHCEN.

Ilpu Hapymennsax corpynuukamu OGIIecTBa — MoJb30BaTeNeit WCIIdu npa-
BHJI, CBAI3AHHBIX C GesonacHocThio ITJIH, OHM HecyT OTBETCTBEHHOCTD, yCTaHOBJIEH-
HYIO IeACTBYIOIIUM 3aKOHOIATEIHCTBOM PoccHiickoii Denepauuu.

IlprBenenHbIe BbIe TPeGOBAHMS HOPMATHBHBIX JOKYMEHTOB IO 3allWTe HH-
(hopMaMu TOMKHEL GBITH OTPAXKEHBI B JIOMKHOCTHBIX VHCTPYKIMAX COTPYIHHUKOB

OO6mmecTBa.
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9. ClIMCOK HCIO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMH HOpMaTHBH(;-HpaBOBLIMH U METOJWYECKMMU IOKYMEHTAMHM, Ha
KOTOPEIX Oa3mpyercs HacTosiee [lonoykeHue sIBISIOTCS:

1. ®enepansubii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
naHHbIX» (nanee — ®3 «O mepcoOHANBHBIX JAaHHBIX»), YCTAHABIUBAIOLINN OCHOBHBIE
TIIPUHIMIE ¥ ycinoBus obpaborku I1JIH, mpasa, 00sA3aHHOCTH M OTBETCTBEHHOCTH
y4acTHHMKOB OTHOLIEHHUH, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

2. «I[lonoxenue 06 obecrnieueHun 0e30MACHOCTH IEPCOHANBHBIX JAaHHBIX IPH
ux o6pabGoTke B HHGOPMAIMOHHBIX CHUCTEMaX IIE€PCOHANBHBIX  NaHHBIX,
yTBepxaennoe [ToctanosnenueM IpaButenscrsa PO or 17.11.2007 r. Ne 781.

3. «llopsmox mpoBemeHUs KiaccuHUKaluU¥ HHOOPMALMOHHBIX CHCTEM
[IePCOHANBHBIX JAHHBIX», YTBEpXK/eHHbINH coBMecTHBIM IIpukazom ®CTIK Poccuu
No 55, ®CB Poccuu Ne 86 u Munungpopmcssizu PO Ne 20 ot 13.02.2008 r.

4. «Ilonoxenue 00 OCOOGEHHOCTAX 00pPabOTKM IEPCOHANBHBIX HIaHHBIX,
OCYyILIECTBISIEMOM 03 HCIONB30BaHMS CPEACTB ABTOMATH3ALMK», YTBEPKICHHOE
ITocranosnenueMm IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusi K MaTepHaIbHBEIM  HOCHTENAM  OHOMETPUYECKHX
IEepPCOHAJBHBIX JaHHBIX M TEXHOJOTMSAM XDaHEHWs Takux JaHHBIX BHE
HHGOPMALIMOHHBIX CHCTEM MIepCOHAIBHBIX TaHHBIX», yTBEp)KICHHbIE
[TocranonenueMm IIpaButensctBa PO ot 06.07.2008 r. Ne 512.

5. HopmaruBHO-MeTOAMYECKHEe HOKyMeHThI ®enepanpHOi CimyObl 1O
TEXHIMIECKOMY H 3KCIepTHOMY KoHTposo Poccuiickoit @enepamnu (nanee - ®CTOK
Poccun) no obecniedenuto 6ezonacuoctu [1/1H npu ux obpaborke 8 UCTIIn:

6. PexoMenpanuu mo obecredyeHH:0 0e30IaCHOCTH IEPCOHANBHBIX TaHHBIX
TpH ux 06paboTke B MHPOPMALIMOHHBIX CHCTEMAaX IIePCOHANBHBIX JAaHHBIX, YTB. 3aM.
nupekropa ®CTIK Poccun 15.02.08 r. (JICII)

7. OCHOBHBIE MEPOINPUSATHS [0 OpPraHU3aLUK U TEXHUYECKOMY OOeCTeyeHuto
GEe30IIaCHOCTH TIEPCOHATBHBIX [JaHHBIX, 0OpabaThiBaéMbBIX B HH(OPMAaLMOHHBIX

CHCTeMaX NepCOHATBHBIX JaHHBIX, YTB. 3am. aupekrtopa ®CTIK Pocenu 15.02.08 T.
(ACII)
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8. basosasg Monens yrpo3 Ge3omacHOCTH HEPCOHANBHBIX JAHHBIX OpH HX
06paboTke B MHOPMALMOHHBIX CHCTEMAX MEPCOHATBHEIX IAHHBIX, YyTB. 3am.
aupekropa @CTIK Poccun 15.02.08 r. (JICIT)

9. Metonuka ompeneneHns aKTyalbHBIX YIPO3 GE30MaCHOCTH IIEPCOHATBHBIX
AAHHBIX TPH X 00paboTke B MHGOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX AAHHBIX,

y1B. 3am. nupekropa ®CTIK Poccuu 15.02.08 r. (JICIT)
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